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What is the Internet (the Net)?

The Internet is a massive network of networks, a networking infrastructure.

It connects millions of computers together globally, forming a network in which any computer can
communicate with any other computer as long as they are both connected to the Internet.
Information that travels over the Internet does so via a variety of languages known as protocols.

There are all kinds of networks in all kinds of sizes. You may have a computer network at your
work, at your school or even one at your house. These networks are often connected to each
other in different configurations, which is how you get groupings such as local area networks
(LANSs) and regional networks. Your cell phone is also on a network that is considered part of the
Internet, as are many of your other electronic devices. And all these separate networks -- added
together -- are what constitute the Internet. Even satellites are connected to the Internet.

What is the World Wide Web (the Web)?

The World Wide Web is the system we use to access the Internet. The Web isn't the only system
out there, but it's the most popular and widely used. (Examples of ways to access the Internet
without using the HTTP protocal (language) include e-mail and instant messaging). The World
Wide Web makes use of hypertext to access the various forms of information available on the
world's different networks. This allows people all over the world to share knowledge and opinions.
We typically access the Web through browsers, like Internet Explorer and Mozilla Firefox. By
using browsers like these, you can visit various Web sites and view other online content.

So another way to think about it is to say the Internet is composed of the machines, hardware and
data; and the World Wide Web is what brings this technology to life.

Who Owns the Internet?

No one actually owns the Internet, and no single person or organization controls the Internet in its
entirety. There are many organizations, corporations, governments, schools, private citizens and
service providers that all own pieces of the infrastructure, but there is no one body that owns it all.

There are organizations that oversee and standardize what happens on the Internet and assign IP

addresses and domain names, such as the National Science Foundation, the Internet Engineering
Task Force, ICANN, InterNIC and the Internet Architecture Board.
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The NJ State Police website: http://www.state.nj.us/njsp/tech/safe.html is a
great source for information
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Internet Safety Tips

The New Jersey State Police High Technolo dgy Crimes
and Investigations Support Unit recommends the following
internet safety tips.

Children (10 & Younger) | Teenagers | Parents & Guardians

Internet Guidelines for Children {10 years old and younger)

o Plever give your name, address aor phone numberto anyane an the internet,

# [onotgointo chat rooms without your parent's help.

o [fyou get a message that makes you feel uncomfortable, don't respond to it, and be sure to tell
wour parents.

« [on'tjoin a mailing listwithout your parent's permission.

o [an'topen e-mail from anyane you dan't know. It might be a virus which could damage yaur
COmputer.

+ [on'tbelieve eventhing people on the internet tell you. Since you can't see the other person, you
don't know who they really are.

o Plever agree to buy or trade anything on the internet without your parent's permission.

+ [ever agree to meet anyone you met on the internet, and never send pictures of yourself over
the internet.
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NJSP Quick Links =

Internet Safety Tips

The New Jersey State Police High Technology Crimes
and Investigations Support Unit recommends the following
internet satety tips.

Children {10 & Younger) | Teenagers | Parents & Guardians

Internet Guidelines for Teenagers

o [Mever give outyour personal information, your real name, address, ar phone number, or any
persanal information aboutyour family or friends without their permission.

o Be carefulin chat rooms. Don't get invalved in fights or use obscene language. You could be
reported and have your internet service suspended ar cancelled.

o [fyou areina chatroom and someane makes you feel uncomfortable, attempts to start a fight
with you, or uses offensive language, leave the room.

o |gnore obscene ar offensive messages. Replving may cause the sender to continue to send
such messages.

o Be careful in joining mailing lists, some may make your personal information public. Don't
provide an address or phone number. The infarmation forwhich you are signing up is sentto
the e-mail address you provide, so they don't need your address or phone number.

o Beware of offers for free items, get rich quick, orweight [oss offers. They may be a scam.

o Beware of e-mail from people you don't know or e-mail you weren't expecting. It may contain a
wirus designed to damane your computer or send your account name and password back to the
sender.

o Mever sendyour picture to someone you don't know or trust. Remember, the internet allows

people to become anyone they want to be, and they may be someone you don't really want to
ko,
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| NJSP Quick Links

[

Internet Safety Tips

Children {10 & Youndger)

| Teenaders

The New Jersey State Police High Technology Crimes
and Investigations Support Unit recommends the following
internet safety tips.

| Parents & Guardians

Internet Guidelines for Parents and Guardians

» Place the computer in a common area ofthe residence rather than a bhedroom. This will

encaurage online time to be a family ariented activity.

Become familiar with the people and web sites your children are interacting with on the internet,
just as vou would get to knowe all of their other friends.

Choose a family oriented Internet Service Provider or Online Service and use Parental Controls
or software to regulate the type of information and material your children can access an the
Internet. Most ofthe Parental Controls and software allow adults to restrict access to age
appropriate levels. In the event the children do receive abjectionahle material, teach them to
avoid responding to messages that are suggestive, obscene, threatening or makes them feel
uncomfortable. Make sure they are comfortable in making you aware ofthese types of
messadges. Immediately natify vaur Internet Service Pravider af the receipt of such material.

Try to select non-descriptive Account Mames and Screen Mames for vour children. Their online
names should not be too specific or identify ar describe them in detail.

Remind your children notto provide their real name, phone numhber, address, or other personal
infarmatiaon to anyone to whorm they meet anline, and never ta meet face to face with anvane
they hawve metthrough the internet without your permission. Ifyou do permit such a meeting, it
should be in a public place and that vou or another responsible adult should accompany your
child.

Set reasonable guidelines for your children's time online and rermember that the computer
should not be thought of as a"babysitter”. The guidelines should be age appropriate.
Remember, what is acceptable for a teenager may not be acceptable for a younger child.
Remind your children that the rules are the same for any computer they use, whether st hame,
a friend's house, school, orthe public library.

Assure your children that they can talk with wvou about things that happen an the internet. Ifthey
Tfear that they will lose their internet access, they may be reluctant to talk about anything bad that
happened on the internet.

:
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What is Email Spam?

Spam is the term used to describe junk mail messages sent to your email account. You may
receive an e-mail and not recognize the address of the sender. Alternatively, spam mails can
come from people you know, but who are not aware their account is being used by a malicious
program to automatically send out junk mail to contacts in their address book.

Someone may forward a spam email to you thinking it is a genuine message - perhaps appearing
to be from a charity asking for your help to spread their message to everyone you know.

Like junk mail that comes through your door, spam e-mails often try to encourage you to buy a
product or sign up for a service. Often there will be an attached file or a link to a web site, but
these may actually be trying to install malicious software on your PC or attempting to get your
personal information.

How can I tell if a message is Spam?

Spam mails will usually try to entice you to open them by having titles that promise things like

financial rewards, health products, the latest news or gossip, cheap deals or celebrity pictures.
Often their titles will contain odd mis-spellings; these are attempts to fool anti-spam programs.

The safest course of action is not to open any e-mail you're not expecting, especially if it has an
attached file, or if you do not recognise the name or address of the sender.

If you have opened an e-mail and are trying to determine if it is genuine, you could try copying the
subject line or some of the message into a search engine. If other people have mentioned it on
any web sites you should be able to find out if it is spam. You should always do a search on any
company before you buy from them or send them any money.

What is Phishing?

Phishing is the process of sending out lots of fraudulent spam e-mails with the hope of tricking a
few people into giving out their passwords or personal information.

Phishing messages may appear to be from a bank or other financial institution, asking you to
confirm your account details by replying to their e-mail or by following a link to a web site.

When you arrive at the fake site, which can often look professional and genuine, you will be asked
to type your details into a form and this is where your information will be captured by the criminals
behind the phishing.

You may be able to tell if you are not actually on your bank's real web site by looking at the
address of the site in your browser.
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Remember, your bank will never ask for your passwords or personal information in this way, and if
you are in any doubt you should always contact your bank before giving out your details.

How did they get my email address?
It may be that the spammer has just made a lucky guess using software which automatically
generates possible email addresses.

If your email address is fairly obvious it can be guessed easily. Try to use combinations of
numbers and letters, and the longer or more obscure the address the harder it will be to guess.
When you register on a web site or sign up for things like newsletters and membership accounts
you may actually be opening the door to receive e-mail marketing spam from these sites and their
partners. Most trustworthy sites should give you the option of not receiving advertising mails when
you sign up.

What can | do to prevent Spam?

Because it takes so many different forms, it's virtually impossible to block all spam from appearing
in your e-mail account, but there are ways to avoid receiving a lot of it and even help in the fight
against the spammers.

Your email provider may have its own system which attempts to filter out a lot of the spam you
might otherwise receive. They do this by automatically checking your emails for common spam
messages, keywords or known spammers' addresses, then place any they find in a separate
Spam/Junk/Bulk folder rather than your Inbox.

It is worth having a quick look through your Spam folder occasionally in case some legitimate e-

mails have been falsely identified as spam by the system. There is usually an option to move the
mail back to your Inbox, or even mark it as Not Spam to help the system identify e-mails that are
safe to receive.

Some providers allow you to mark any junk mail you do receive in your Inbox as Spam, to help
prevent you getting it again and to stop others receiving it too.

How to protect your email address

You may want to consider having more than one e-mail address: use one address whenever you
sign up for anything on the Web, and give your other address only to people you know.

When you do get spam mail, never reply or click a link offering to remove you from their mailing
list. This will only confirm your address is real and you will then get even more spam.

Never sign up for any spam e-mail opt-out lists, these are just another attempt to get your email
address or money.

It is important that you have up-to-date anti-virus software. If a virus infects your PC it may try to
use your address book to spread itself through e-mail spam to all your contacts.
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Don’t Fall for Hoax Emails

Not every email petition, charity request, account update request or virus warning is real. Hoax
emails, such as chain letters or bogus petitions can sometimes be used by spammers to collect
email addresses or even worse.

Examples of hoax emails:

Bogus virus warnings

The promise of free gifts or cash for forwarding an email
Charity email request

Appeals to help someone who is ill or in trouble

Chain letters (“forward to ten people for good luck”)

More sinister examples include:

Pyramid schemes that promise a massive payback if you forward the message to enough
people

Spammers use hoax emails to collect addresses

Bogus email asking for a donation to a disaster that has occurred in the world

Emails that maliciously target individuals and make trouble for them

Tell-tale hoax warning signs:

Requests to forward an email to five, ten people or more

No verifiable information but lots of plausible but unsupported claims (*Thousands of people have
already won”)

Colorful or over-eager language (“this is the WORST virus yet!”)

Credibility by association or unsubstantiated name dropping (“Company X will give you $5 to
forward this email to your friends”)

A hook to get your attention (“Make money fast” or “A little girl is dying”)

A threat to create a sense of urgency (“Claim your prize before it is too late)

What to do if you recive a hoax email:

® |f you suspect a hoax, check it out online at one of the following websites:
- Snopes http://www.snopes.com
- McAffee http://www.mcaffee.com
- Symantec http://www.mcaffee.com
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Lagos Corporate Office
Plot 270 Ozumba Mbadiwe,
Victoria Island,

Lagos.

Attn: Beneficiary,
NOTIFICATION FOR RELEASE OF $9.5M

This letter is written to you in order to change your life from today. | am Rev. John Aboh the new director, MD/CEO Oceanic Bank
of Nigeria, my former boss Mrs.Cecilia Ibru, who has just been fired by the Apex bank director for gross misconduct. Furthermore
due to allegations of corrupt practice against other Nigeria Banks, the Federal Government of Nigeria has appointed this bank to
effect all foreign overdue payment.

Be informed that the Federal Government have Approved the release of $9.5M which have been in this bank for many years
UNCLAIMED. My predecessor in collaboration with the Governor of Ex-Central Bank of Nigeria have refuse to tell you the truth on
how to claim your fund, this is because they has been using the interest accumulated from your fund every year to enrich
themselves without your knowledge. | want to help you withdraw this fund to your Bank account today using the easiest and
quickest methods which have not been known to you before.

By this method a Domiciliary Account will be opened for you. A domiciliary account is a secure account which we will open for you
in our Bank and Credit your payment of $9.5M for further credit into your account, the essence of this Domiciliary account is to
secure and protect your payment from being diverted by fraudulent people or making payment to a foreign account which do not
belong to you, the greatest advantage is that you can instruct us to credit your nominated account bit by bit with small amount
thereby saving yourself from the embarrassment of Financial Authority in your country who monitor large transfer due to current
trend of terrorist. Another beauty of the domiciliary account is that you can retain the balance left in your account in our Bank and
can also instruct us to pay out money to any bank of your choice in the world, or issue you an ATM Card which you can use in any
part of the world when in a business trip.

I hope you now understand the advantages of a Domiciliary account and why you need this account to receive your payment of
$9.5M now in our Bank. You are advice to forward as a matter of urgent your direct telephone and Fax humber and your contact
address as we have started the process of opening the account for you. All that is require of you is to Activate the newly opened
Domiciliary Account with a minimum of $220usd in line with Provisions of Section 2 Sub Section (iia) of Banks and Financial Act of
2001 which state that all Non Resident Account otherwise known as Domiciliary must be activated to make the account
operational, while Sub Section (iib) do NOT permit any Bank official from making deduction from the payment to be deposited in
the domiciliary account, which is $9.5M in your own case.

I will issue you payment release code which must be given to you personally on telephone strictly for security reasons, should the
need arise you can reach me on my mobile on: +44-7031-96-6636. This code is very important and it is what you will use to
confirm your payment.

Yours faithfully,

Rev. John Aboh
MD/CEOQ Ocenic Bank Plc
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Greetings!

Your bank draft of 450,000.00 US Dollars and gift items has been sent to TNT Company. At the moment, our office is closed until
further notice.

All you have to do to get your consignment delivered to you is contact the dispatch director of the company, Mr. Garry Moore, with
your full name and delivery address in order for them to send your consignment to you in your country. Contact details is given as
follow:

Dispatch Director( Officer in Charge): Mr. Garry Moore

E-mail: tnt-services@admin.in.th<mailto:tnt-services@admin.in.th>

Telephone: (+234 ) 802 378 8093

I have paid for the delivery charges and Insurance Premium of your consignment. The only fee you will need to pay is $240.00 US
Dollars for security keeping.

Please, make sure you confirm your full name and delivery address with the Security Company to ensure safe delivery and ask
them to give you the tracking number to enable you track your package and know when it will get to you.

Thank you.

Yours faithfully

Mr Ellen Hagopian Liberman
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Your access to our Internet Banking has been temporarily disabled due to

online security login errors.

Protecting the security of your account is our primary concern. Therefore, as a preventive
measure, we have temporarily limited access to sensitive Chase account features.

Please follow the link below to verify and restore your Internet
banking access. click you accounts below to update your online access

https://chaseonline.chase.com/update
Chase Online Banking does apologize for any troubles caused, and is very appreciative for your help.

If you are not customer of Chase Online Banking Customers please disregard this notice!

======This is an automated email, please do not reply
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I’'m Not a Victim “l only saw a scam and wanttore  portit”

If you received a scam email, contact the company involved. Here is the contact info for some of
the most targeted companies:

Best Buy bestbuysecurityinfo@postfuture.com
Citi emailspoof@citigroup.com

EarthLink fraud@corp.earthlink.net

eBay spoof@ebay.com

PayPal spoof@paypal.com

Washington Mutual spoof@wamu.com
Wells Fargo Contact Us Page

Also consider forwarding the email to spam@uce.gov . The U.S. Federal Trade Commission
(FTC) will place your email in a database and use the combined information to track down and
prosecute the scammer/spammers.

You can also report the scam to the Internet Fraud Complaint Center http://www.ic3.gov/ . This
site is a partnership between the FBI and the National White Collar Crime Center.
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